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Blockchains components

Execution layer
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Consensus layer

Data Availability Sampling layer (DAS)

Transaction signatures, 
account security, scripts, 
smart contracts

Block production, validator 
or miner authentication  
finality mechanisms

Commitments to 
published data, Merkle 
trees
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Blockchains components

N.B.: This is not specific 
to blockchains. Modern 
digital infrastructure 
relies on public key 
cryptography, often 
elliptic curves
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Execution
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Consensus

Data Availability Sampling (DAS)

★

ECDSA signature BLS signature 

KZG commitment

(secp256k1) (BLS12-381)

(BLS12-381)
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Public key Cryptography

Shor’s 
algorithm - 1994
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128-bit Symmetric Keys

Grover’s 
algorithm - 1996

https://words.filippo.io/128-bits/

https://words.filippo.io/128-bits/
https://words.filippo.io/128-bits/


Ethereum goes Post Quantum
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Jan 2026 https://
pq.ethereum.org/

https://pq.ethereum.org/
https://pq.ethereum.org/


PQ Ethereum components

Execution
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Consensus

Data Availability Sampling (DAS)

PQTS Lean Ethereum

LeanDA
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Breakout room biweekly 
call 

PQTS
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Mathematic of Post Quantum Cryptography 
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• Hash-based cryptography  
• Lattice-based cryptography

finding short vectors in lattices
• Code-based cryptography

decoding for random linear codes
• Multivariate cryptography

solving non-linear systems of equations
• Supersingular elliptic curve isogeny 

cryptography
Finding isogenies between elliptic curves

★
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Announce
ment and 
Call for 

Proposals

2016 2017

Proposal 
Submission

First Round 
of 

Evaluation

2018-2019

Second 
Round of 

Evaluation

2019-2020

Selection of 
Candidates 

for 
Standardiz

ation

2022

Impleme
ntation

2024- …

Third 
Round of 

Evaluation

2020-2022

NIST PQ Cryptography Standardization Process
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• SPHINCS+
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Key 
Encapsulation
• Kyber

July 2022 - Selection of Candidates for Standardization 
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Desiderata
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Post-Quantum transaction signatures ★
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No row is all green
(Pick your poison)

★
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aggregation at the P2P and mempool layers
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https://strawmap.org

https://strawmap.org
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Account 
Abstraction 

(We salute you, 
EOA 🫡)

No 
precompiles Alignment 

(Consensus
/DA)

lean 
SPHINCS
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• SPHINCS+
Stateless
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• XMSS
• LMS

Hash based signatures  

Statefull



• SPHINCS+
Stateless
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Hash based signatures  
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https://sphincsminus.org/

Among Ethereum mainnet 
addresses that sent at least one 
transaction in 2025, 99.99% 
sent fewer than 3,000 
transactions that year.

https://sphincsminus.org/
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https://sphincsminus.org/

47.5s signature times 
measured on a 
ST33K1M5 secure 
element (Ledger nano S+)

https://sphincsminus.org/
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seconds. 2^24 signatures, 
32-byte pubkey.
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The (Not-So-) Secret Sauce

30

• Realize that part of SPHINCS is public 
and can therefore be computed outside 
the secure element

• Precompute selected values offline ahead 
of the actual signing operation

• Grind at signing time by leveraging the 
externally computed public part

★
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• Formalize and analyze the construction  
cryptographically (soon)

• Experiment with non-standard SPHINCS 
variants (e.g., WOTS+C / FORS+C)

• Native account abstraction (Hegotà)
• Formally verify the signature contracts in 

Lean4
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