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Blockchains components




Blockchains components

N.B.: This is not specific
to blockchains. Modern
digital infrastructure
relies on public key
cryptography, often

elliptic curves




Ethereum components

Execution Consensus
ECDSA signature BLS signature
(secp256k1) (BLS12-381)

Data Availability Sampling (DAS)

KZG commitment
(BLS12-381)




Public key Cryptography

Shor’s
algorithm - 1994




Grover’s
algorithm - 1996



https://words.filippo.io/128-bits/
https://words.filippo.io/128-bits/
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Today marks an inflection in the Ethereum Foundation's long-term
quantum strategy.

We've formed a new Post Quantum (PQ) team, led by the brilliant
Thomas Coratger (@tcoratger). Joining him is Emile, one of the world-
class talents behind leanVM. leanVM is the cryptographic cornerstone of
our entire post-quantum strategy.

After years of quiet R&D, EF management has officially declared PQ
security a top strategic priority. Our journey began in 2019, with the
"Eth3.0 Quantum Security" presentation at StarkWare Sessions. Since
2024, PQ has been central to the @leanEthereum vision. The pace of PQ
engineering breakthroughs since then has been nothing short of
phenomenal.

It's now 2026, timelines are accelerating. Time to go full PQ:

-> PQ ACD: Antonio Sanso (@asanso) kicks off a bi-weekly All Core
Devs PQ transactions breakout call next month. These sessions focus on
user-facing security, covering dedicated precompiles, account

abstraction, and longer-term transaction signature aggregation with
leanVM.

Jan 2026


https://pq.ethereum.org/
https://pq.ethereum.org/
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Mathematic of Post Quantum Cryptography



 Hash-based cryptography
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» Supersingular elliptic curve isogeny

cryptography cEs
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Post-Quantum transaction signatures

Desiderata

9 s
| Secure

=

> Post-quantum secure
> Strong classical security

> Minimal assumptions

()| e
Efficient

\. S

> Small signatures
> Fast to sign and verify

> Low bandwidth and storage

\

/ @ 04
Lightweight

=,

> Low memory footprint
> Low CPU and energy

> No heavy hardware

| : | 05
| . Deployable

> No trusted setup

> Compatible with validators

> Graceful upgrade path

.
| Eo?

Integrable
> Simple to implement

> Low complexity

> Fits existing formats

B
\ , Robust

> Long-term security margin

> Reasonable parameters

> Sustainable for decades




@ NIST PQ Signature Schemes

Signature
Scheme Size
(bytes)
Falcon-512 666
Dilithium
SPHINCS+

. Good

. Partial / Trade-off

Public
Key Size
(bytes)

897

Gas

moprec) | oFegat

. Limited / Not supported

HW
Impl.

Signing

Key
Generation

TSS
Ease

PK
Recovery




@ NIST PQ Signature Schemes
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Signature Public
Scheme Size Key Size (noGach \ Aggregat. I:“: gise RecT\(re
(bytes) (bytes) o ; pi. ry

Falcon-512 666 897 Signing

Dilithium

SPHINCS+ No L No

Generation

. Good . Partial / Trade-off NO TOW IS a” green

. Limited / Not supported
(Pick your poison)



) Signature Size Comparison

Smaller is better

ECDSA
(secp256k1)

FALCON-512
(PQC candidate)

DILITHIUM-2
(ML-DSA-44)

SPHINCS+-128s
(SLH-DSA / SHA2)

SIGNATURE SIZE (BYTES)
e :
1=O 1(10 1,0=OO 10,(=)00 100,%000

SIZE (BYTES, LOG SCALE)

RELATIVE TO ECDSA

1%

(baseline)

10.4 x

37.8 %

122.8 %
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Naive

No No

What really matters is not signature size but signature

aggregation at the P2P and mempool layers
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g/
4 \S



23

=& Justin Drake €

ﬁ @drakefjustin

Goodbye, Poseidon!

An epic 8-year, 8-figure rabbit hole in post-quantum cryptography
reaches its dream conclusion. The Ethereum Foundation is abandoning
Poseidon for L1, pivoting to SHA or BLAKE. This milestone unlocks
ultimate security for lean Ethereum and foreshadows a golden era of
hash-based cryptography.

Since 2018, the Ethereum Foundation has invested in magic
cryptographic bricks, so-called "SNARK-friendly hashes". In 2019,
Poseidon was born. It held strong and became the dominant SNARK-
friendly hash, securing billions via zkrollups and zkVMs.

In a stunning reversal, breakthrough SNARK designs show that SNARK-
friendly hashes aren't necessary after all. Off-the-shelf traditional hash

functions like SHA2 and BLAKE2s can now match Poseidon in a SNARK.

In hindsight the key was not SNARK-friendly hashes, but hash-friendly
SNARKsS.

Aug 2026
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WOTS+ - len = 35 chains each

ﬁﬁi layer 6 - h'= 9 — 2" = 512 leaves

layer 5-h'=9 — 2" = 512 leaves

layer1-h'=9 — 2" = 512 leaves

layer 0-h'=9 — 2" = 512 leaves



https://www.riva.xyz/tools/sphincs-parameter#v1;p=16,9,7,14,12,16;x=sigBytes;y=signHashes;b=16,64

SLH-DSA-128s

[ SPHINCS+ public key (root) j W. Winternitz parameter 16
WOTS+ - len = 35 chains each

ayer 6-h'= 9 — 2" = 512 leaves 2 4 16 256
FIPS 205 standard: every SLH-DSA

parameter set uses w = 16

layer 5-h'=9 — 2" = 512 leaves h'. XMSS tree height 2 g
*

----------------------- D. Hypertree layers 7
layer1-h'=9 — 2" = 512 leaves _

K. FORS trees 14

ayer O-h'=9 —2"= 512 leaves #

FORS - K= ld rees x 2 =4 006 leaves each

[ message digest — K-A = 168 bits j CALCULATED SCHEMATICS
h=h'xd=9x7=63 - 2°
hypertree leaf slots
len = 35 (32 + 3) - FORS digest K'A =
168 bits

Budget Limits @
ﬁ

Min 21° Max 2%
26 65.5k - 1.84x10" signatures - derived 2%
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SLH-DSA-128s

[ SPHINCS+ public key (root) ] W. Winternitz parameter 2 16

WOTS+ - len = 35 chains each

ayer 6-h'=9 — 2° = 512 leaves 2 4 16 256
FIPS 205 standard: every SLH-DSA

parameter set uses w = 16

LA h'. XMSS tree height ¢ 9
*

....................... D. Hypertree layers 7
ager1-h'=9 — 2" = 512 leaves _

TOTAL SIGNATURE SIZE

K. FORS trees 14 7 8 5 6
’ B (7.7 KB)

ayer 0-h'=9 — 2" = 512 leaves *
! |
A. FORS tree height 2 12 e WOTS+ signatures 3.92 KB
/\ /\ /\ /\ /\ /\ /\ /\ “eSmore « Hypertree auth 1.01 KB « FORS 2.91 KB
__________ .
FORS - K= 1d rees x 2 1z 4 006 eaves each e Randomizer 16 B
[ message digest — kA =168 bits | CALCULATED SCHEMATICS T T B o e
h=h'xd=9x7=63 - 26 (est.) (hashes)

hypertree leaf slots 36 1 ~ 3 8'( 2 o 1 9 M

len = 35 (32 + 3) - FORS digest K'A =

. calldata =219 ms at
168 bits 125,696 + 10 MH/s
3,928 hashes
x 60
Budget Limits @
ﬁ
: 16 64 Verification Public key
Min 2 Max 2 hashes
26 65.5k - 1.84x10" signatures - derived 2% 32 B

3.928


https://www.riva.xyz/tools/sphincs-parameter#v1;p=16,9,7,14,12,16;x=sigBytes;y=signHashes;b=16,64

SLH-DSA-128s

[ SPHINCS+ public key (root) ]
WOTS+ - len = 35 chains each

layer 6 - h'= 9 — 2° = 512 leaves

layer 5-h'=9 — 2" = 512 leaves

layer1-h'=9 — 2" = 512 leaves

layer 0 -h'=9 — 2" = 512 leaves

AAAAAAAAW?

FORS - K= 14 rees x 2 =4 096 leaves each

[ message digest — K-A = 168 bits J
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W. Winternitz parameter 2 16

2 4 16 256

FIPS 205 standard: every SLH-DSA
parameter set uses w = 16

h'. XMSS tree height @ 9
*

D. Hypertree layers 7
_

K. FORS trees © 14
*

A. FORS tree height 12
*

CALCULATED SCHEMATICS
h=h'"xd=9x7=63 - 2%
hypertree leaf slots

len = 35 (32 + 3) - FORS digest K'A =
168 bits

Budget Limits @
ﬁ

Min 21° Max 2%
65.5k - 1.84x10" signatures - derived 2%

Signature budget

Signature size

[ ] ——

Verify hashes

TOTAL SIGNATURE SIZE

7,856 B (7.7 KB)

e WOTS+ signatures 3.92 KB

e Hypertree auth 1.01 KB « FORS 2.91 KB

e Randomizer 16 B

Verification gas
(est.)

361.38k

calldata
125,696 +
3,928 hashes
x 60

Verification
hashes

3.928

Signing cost
(hashes)

2.19M

=219 ms at
10 MH/s

Public key

32:

Total gas

Signing hashes


https://www.riva.xyz/tools/sphincs-parameter#v1;p=16,9,7,14,12,16;x=sigBytes;y=signHashes;b=16,64

Additional SLH-DSA Parameter (April *26)
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https://www.riva.xyz/tools/sphincs-parameter#v1;p=16,22,1,6,24,4;x=sigBytes;y=signHashes;b=16,24

Additional SLH-DSA Parameter (April *26)

( SPHINCS+ public key (root) ]
\

WOTS+ - len = 68 chains each

layer 0 - h' = 22 — 2?7 = 4,194,304

/\/\/\/\/\/\

FORS -K =

message dlgest — K-A = 144 bits

27
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Additional SLH-DSA Parameter (April *26)

W. Winternitz parameter 4
( SPHINCS+ public key (root) ]

\

WOTS+ - len = 68 chains each

2 4 16 256

byte-aligned (log,w divides 8), in the
layer 0 - h'= 22 — 277 = 4194 304
SPHINCS+ submission’s considered set

h'. XMSS tree height @ 22

/\/\/\/\/\/\ I

FORS -K =6 trees x 2 =16,777.216 leaves each .

[ message digest — K-A = 144 bits J

K. FORS trees b
#

A. FORS tree height 24
é

CALCULATED SCHEMATICS
h=h"xd=22x1=22 - 2%
hypertree leaf slots

len = 68 (64 + 4) - FORS digest KA =
144 bits

Budget Limits 2
*—9

Min 216 Max 224

27
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Additional SLH-DSA Parameter (April *26)

W. Winternitz parameter 4

( SPHINCS+ public key (root) ]

\

WOTS+ - len = 68 chains each

2 4 16 256

byte-aligned (log,w divides 8), in the

layer0-h'=22 — 2797 = 4194 304
J SPHINCS+ submission’'s considered set

h'. XMSS tree height 22
—
/\ /\ /\ /\ /\ /\ et e :
TOTAL SIGNATURE SIZE
FORS -K = trees x 2% = 61’ 216 leaves each —
[ message digest — K-A = 144 bits J ) 3 ) 8 5 6 B (3'8 KB)
K. FORS trees b
L —
# e WOTS+ signatures 1.09 KB
e Hypertree auth 352 B « FORS 2.40 KB
A. FORS tree height 24 eendemiser 16 B
é
Verification gas Signing cost
(est.) (hashes)

CALCULATED SCHEMATICS

h=h"xd=22x1=22 - 2% 84.38"( 1.453

hypertree leaf slots calldata = 2.42 min at
len = 68 (64 + 4) - FORS digest KA = 61,696 + 378 10 MH/s
144 bits hashes x 60

Budget Limits @ Verification Public key
hashes
— 32 ¢
Min 21° Max 22* 378

secret key 64
worst case - B

21 avg 276



https://www.riva.xyz/tools/sphincs-parameter#v1;p=16,22,1,6,24,4;x=sigBytes;y=signHashes;b=16,24

Additional SLH-DSA Parameter (April '26)

4 Signature budget /' Total gas
@

W. Winternitz parameter 2
[ SPHINCS+ public key (root) ]

WOTS+ - len = 68 chains each

2 4 16 256

_ byte-aligned (log,w divides 8), in the
L R e E S SPHINCS+ submission's considered set

h'. XMSS tree height 22
—
Verify hashes Signing hashes
D. Hypertree layers @ 1
TOTAL SIGNATURE SIZE
FORS - K = 6 trees x 2% = eaves each —
[ message digest — K-A = 144 bits J 3 ) 8 5 6 B (3.8 KB)
K. FORS trees b
(S — )
# e WOTS+ signatures 1.09 KB
e Hypertree auth 352 B «FORS 2.40 KB
A. FORS tree height @ 24 eerdemier 16 B
é
Verification gas Signing cost
(est.) (hashes)

CALCULATED SCHEMATICS

h=h"xd=22x1=22 - 2% 84.38"( 1.453

hypertree leaf slots calldata = 2.42 min at
len = 68 (64 + 4) - FORS digest K'A = 61,696 + 378 10 MH/s
144 bits hashes x 60

Budget Limits @ Verification Public key
hashes
— 32 ¢
Min 216 Max 224 378

secret key 64
worst case - B

21 avg 276
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SPHINCS minus (C12) - Nico Consigny
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https://sphincsminus.org/

SPHINCS minus (C12) - Nico Consigny

[ SPHINCS+ public key (root) ]

WOTS+ - len = 46 chains each

layer 4 - h'= 4 —» 2° = 16 leaves

layer 3-h'=4 —» 2° =16 leaves

layer 2 -h'= 4 —» 2% = 16 leaves

layer1:-h'= 4 —» 2% = 16 leaves

layer O - h'= 4 —» 2% = 16 leaves

FORS ' K = 20 trees x 27 = 128 leaves each

( message digest — K-A = 140 bits J

28
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SPHINCS minus (C12) - Nico Consigny

W. Winternitz parameter 8
#
[ SPHINCS+ public key (root) ]
S+ - len = 46 chains each 2 4 16 256
layer 4 - h' = 4 —» 2° = 16 leaves not byte-aligned: digits straddle byte

boundaries, outside the standard set

layer 3-h'=4 —» 2° =16 leaves . 4

h'. XMSS tree height 2

layer 2 -h'= 4 —» 2% = 16 leaves .

D. Hypertree layers 5

_

layer1:-h'= 4 —» 2% = 16 leaves

layer O - h'= 4 —» 2% = 16 leaves

K. FORS trees 20

/\/\/\/\/\/\/\/‘\/\/\/\/\..-%tr ..... e

FORS K= 2Ctrc x 27 =128 leaves each

( message dibgestA—o K-A =140 bits J A. FORS tree helght L 7

e )

CALCULATED SCHEMATICS

h=h'xd=4x5=20 - 2?° hypertree
leaf slots

len = 46 (43 + 3) - FORS digest K'A =
140 bits

Budget Limits 2
@

Min 214 Max 214
28
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SPHINCS minus (C12) - Nico Consigny

SPHINCS+ public key (root)

layer O-h'= 4 - 2% = 16 leaves

AAAAAAAAAAAA:

FORS

.
message digest — K-A = 140 bits |

Among Ethereum mainnet

addresses that sent at least one

transaction in 2025, 99.99%
sent fewer than 3,000

transactions that year.
28

W. Winternitz parameter 8

A. FORS tree height 7

CALCULATED SCHEMATICS

h=h'"xd=4x5=20 - 2?° hypertree
leaf slots

len = 46 (43 + 3) - FORS digest K‘A =
140 bits

Budget Limits

Min 214 Max 214
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SPHINCS minus (C12) - Nico Consigny

W. Winternitz parameter 8
#
[ SPHINCS+ public key (root) J
X WOTS+ - len = 46 chains each 2 4 16 256
N layer 4 h' = 4 — 2° = 16 leaves not byte-aligned: digits straddle byte
boundaries, outside the standard set
layer 3-h'=4 - 2° =16 leaves h', XMSS tree he|ght . 4
layer 2-h'= 4 —» 2* = 16 leaves .
D. Hypertree layers )
layer1:-h'=4 -» 2% = 16 leaves
layer O - h'= 4 - 2% = 16 leaves
K. FORS trees 20 6,576 B (6.4 KB)

I
e WOTS+ signatures 3.68 KB

/\/\/\/\/\/\/\/\/\/\/\/\ | e— e

FORS ‘K= 20 trees x 27 = 128 leaves each

STV : > e Hypertree auth 320 B ¢« FORS 2.56 KB
( message digest — K-A = 140 bits ] A. FORS tree he]ght 7 . ’
e Randomizer 16 B
Verification gas Signing cost
(est.) (hashes)

CALCULATED SCHEMATICS

h=h'xd=4x5=20 - 22°hgpertree 21 2.98"( 37.26"(

leaf slots calldata ~4msat10
len = 46 (43 + 3) - FORS digest K-A = 105,216 + MH/s
140 bits 1,796 hashes
x 60
Budget Limits 2 Verification Public key
® hashes

32
Min 2% Max 2% 1 ’796 secret Eeg 64

28 worst case - B

e N A
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SPHINCS minus (C12) - Nico Consigny

W. Winternitz parameter 8
[ SPHINCS+ public key (root) ] . Signature budget /: Total gas
WOTS+ - len = 46 chains each 2 4 16 256 /\
layer 4 - h' = 4 — 2* = 16 leaves not byte-aligned: digits straddle byte E . |
boundaries, outside the standard set ‘ /
o/.

layer 3-h'=4 - 2° =16 leaves : -
h'. XMSS tree height 4 -

layer 2 - h'= 4 —» 2* = 16 leaves .
D. Hypertree layers

layer 1 h'= 4 —» 2* = 16 leaves 9P J 5 Verify hashes Signing hashes

layer O - h' = 4 — 2* = 16 leaves K EORS trees 20 6 9 5 7 6 B (6.4 KB)

\

FORS ' K = 20 trees x 27 = 128 leaves each

— : . e Hypertree auth 320 B e FORS 2.56 KB
[ message digest — K'A = 140 bits J A. FORS tree helght 7

e )

I
e WOTS+ signatures 3.68 KB

e Randomizer 16 B

Verification gas Signing cost
CALCULATED SCHEMATICS (est) (hashes)

h=h'xd=4x5=20 - 22°hgpertree 21 2.98"( 37.26"(

leaf slots calldata =4 msat 10
len = 46 (43 + 3) - FORS digest K‘A = 105,216 + MTE
140 bits 1,796 hashes
x 60
Budget Limits 2 Verification Public key
® hashes

32
Min 2% Max 2" 1 ’796 secret Eeg 64

28 worst case - -

e N A
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SPHINCS minus (C12) - Nico Consigny

W. Winternitz parameter 8
\ % i - =) e e
[ SPHINCS+ public key (root) Signature budget /0 Otal gas
J a
WOTS+ - len = 46 chains each
X ains each 2 4 16 256 \
//' I layer 4 - h' = 4 — 2° = 16 leaves not byte-aligned: digits straadle byte
— boundaries, outside the standard set /

///'_ ] ] \./.
/A N layer 3-h'=4 —» 2° = 16 leaves

layer 2-h'= 4 —» 2* = 16 leaves

N
D. Hypertree layer g5 | |
/ \ lager 1: h' = 4 —» 2° = 16 leaves Verify hashes S1gning hashes
e sl _ TOTAL SIGNATURE SIZE
/| '.\\ e K. FORS trees 20 6,576 B (6.4 KB)
/\/\/\/\/\/\/\/\/\/\/\/\ _— 0

27 = 128 leaves each

4 |
e WOTS+ signatures 3.68 KB

~ - . Il - 3 .r
J A EORS tree heig Nt 7 Hypertree auth 320 B « FORS 2.56 KB

e )

47.5s signature times o ||

CALCULATED SCHEMATICS

h=h'xd=4x5=20 - 22°hgpertree 21 2.98'( 37.26'(
leaf slot calldatz =4 ms at 1C
measured on a e it . s mamai

len = 46 (43 + 3) - FORS digest K°A =

[ message digest — K-A = 140 bits

e Randomizer 16 B

1.796 hashes

140 bits ‘< 60
ST33K1M5 secure
Budget Limits ¢ Verification Public key
hashes

@
element (Ledger nano S+) « 2 e 1,796 320

worst case - =


https://sphincsminus.org/
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Riva Labs & (4 oee
@riva labs

This is our SPHINCS variant (SPHINCS-G) signing on a Ledger Nano S

Plus in ~1.5 seconds. 2" 24 signatures, 32-byte pubkey. All coming from
our hash-based MPC work. We are overwhelmed by the support of
legends within the Ethereum ecosystem and will share more soon!

...SIgning on a Ledger
Nano S Plus in ~1.5
seconds. 224 signatures,

32-byte pubkey.
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This is our SPHINCS variant (SPHINCS-G) signing on a Ledger Nano S

Plus in ~1.5 seconds. 2" 24 signatures, 32-byte pubkey. All coming from
our hash-based MPC work. We are overwhelmed by the support of
legends within the Ethereum ecosystem and will share more soon!

...SIgning on a Ledger
Nano S Plus in ~1.5

seconds. 224 signatures,
32-byte pubkey. '8
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(Not-So-)
» Realize that part of SPHINCS is

and can therefore be computed
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» Realize that part of SPHINCS is

and can therefore be computed

selected values ahead

of the actual signing operation



(Not-So-)
» Realize that part of SPHINCS is

and can therefore be computed

selected values ahead
of the actual signing operation
at oy leveraging the

_ externally computed public part



Path Forward
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with non-standard SPHINCS
variants (e.g., WOTS+C / FORS+C)
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and the construction
cryptographically (soon)
with non-standard SPHINCS
variants (e.g., WOTS+C / FORS+C)
account abstraction (Hegota)

» Formally verifty the signature contracts in



Questions?




